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Dissertation Contributions

[Cloud Service or Distributed
App/Cloud Service]
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Advisor: Eli Tilevich
My Research Topic:

Software Engineering,

=) ‘ : J
\ Remote
Distributed Systems (Web), ™[ /e Dr. Smaragdakis Executions

Computer Networking = (HTTP, Restful APIs)
New “Refactoring”: “Client Insourcing” [Re-engineering]
Creating a Centralized Variant (P') for the Distributed App Enhancement

Distributed App/Cloud Service (P) (w/ defeats)
Value and Utility of “Client Insourcing”

“Pinpointing” Inefficiency of Distributed Programs and

“Assisting” Programmers for their changes Correction
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Applying state-of-the-art techniques from Software
Engineering to address problems in Distributed Apps



Client Insourcing Refactoring

» Correcting Distributed Apps

Debugging Memory Optimizing
Same Addr. Space Bottlenecks (ery quicky) ) Granuality
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. 1 minimum overheads
) _ ‘. Client Part / - .
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Variant (P')” KN 7 Replicating Distributed | |
\*~.."’ | Apps for Mobiles/Edges
Addr. Space A Corrected/Enhanced
Distributed Apps
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Client Insourcing
Refactoring (www 2020

1)HTTP Request From Client

DELETE

HOST ..

Point

/properties/favorite} Entry

FT:id":l,"city":.

- 11

)

//CLIENT:

this.pServ.unfavorit
.subscribe(favorite

app/../property-details.ts
unfavorite(event, property){

2)HTTP Response From Server

HTTP/1.1 200 OK

‘‘‘‘‘‘‘‘‘‘
777777777777

(Client-side)

1. Decode {client-parameter, server-return}
2. Instrument code parts that RWs these values

Replaying/Capturing

Ex1C
?Oint 3

//SERVER:server.js
app.delete('/properties/favorites/'
, properties.unfavorite);
//server/properties.js
var favorites = require('’
function ynfavorite(request, response) {
var=id =|request.body|.id;//unMarshalling
for (var "t=o;=iTfavorites.length; i++){
if (favorites[i].id == id){
favorites.splice(i, 1);
break;}} mmm—m—--

./property').favs;

ming Content—t: json response. Json( focir;lftis)//Marshalllng
unMacshalling ganLentrlen - //SERVER: / ty.
=>{ this.favorites JFavor'ltesil : L'[{_:-C_i_'f__ilfl_’__] ‘ J expo,«ts,daizpzer[‘{?;?pi':_)f,ﬁ;
"""" exports.favs = [{id:2,..},.,{.}];
(Correspondence for:lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
“Marshaling” Points)s -
-
3 \ .
Marshaling | Send Get Unmarshaling
client-param REQ REQ client-param
J \, Server
) 4 Code
Unmarshaling Get e Marshaling 4
server-return RES RES server-return
J \_
(Server-side)
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Client Insourcing Refactoring [WWW 2020]

Original Full-Stack
JS App

Fuzzing HTTP records, Idempotent Executions

Server

Replaying
HTTP —

Replaying

HTTP
—>

Dynamic Analysis Static Analysis
jalangi2 z3 Datalog Engine
Entry/Exit L
(Dldentifying (EO'T‘Q; (2 Solving
Entry/Exit acts Constraints for ) il
Points for Extracting | *

functionality

1

Function 4. —

Equivalent

Program States

\
\
\
\

Tool's
Dictionary

—

5

Instrument
Program

DB, Files, v;, v,,.].

Nldempotent Exec.

Entry/Exit
Points

Centralized Code

invoke(f ,"Start TRANSACTION")
db.query("DELETE FROM recipes
WHERE id=id", ..); "

invoke(f ,' ROLLBACK")

//Event Hooks in Jalangi2
write(name, val, 1lhs)
read(name, val, isglobal)

invokeFun(loc, f, args, val) VmGWUVECH



Client Insourcing Refactoring [WWW 2020]

Extracting Function: Searching all dependent JS code in Entry/EXxit points

Extending Declarative approach for Program Analysis (z3py, Datalog Engine)

JavaScript: GATEKEEPER [Security’09]: Point-to-Analysis, JSDep [FSE’15]:
Dependency Analysis

,,Generating Facts

Server
Program

Write(s,,v_a)
Read(s,, v_b)
Write(s,,v_b)

6 Ref(s.,v_c,V,)
Ref(sq,v_d,V,)

,;Rules for Client Insourcing Refactoring

DataDep(s; , stmt, ) < Read(s;, v;) A Write(s,, v;)
;JS-Dep, GATEKEEPER
UnMar(sl, VunMar Vllllrilcllv[ar)

< Write(s;, vynmar) A Ref( VunMar» Vll;rilclivlar)
Marshal(Sl, VMar Vhl/l[i;r

« Write(sq, Vyar) A Ref( VMar, Vl\lj[i;r
ExecutedStmts(s,, V 4, V¢

unMar’

« (Data\Dep(sn ,s1) A Marshal(sy, viar, Vi ) A
(—|DataDep(sn ,S3 ) AUnMar(sy, vunmar, V4 ))

unMar

;,z3 Datalog Engine
Query ExectedStmts for specific HTTP method
{Client Param, Server Return}

Resulting
Centralized Program
//app/ bs(su_w.jg .

rite = [{id: 1,city:'Bo’,

Original Server Code
SERVER: server/property.js

“Extract
Function’| %r
Refactoring || "

Original Client Code
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Application 1: Optimizing Cloud Services [SANER 2020]

Restructuring Distribution

Correcting ill-conceived Distributions

Ex) Nano-service anti pattern

BOOkWOI TY] Datainsights into dlassic stories

The Lady with the Pet Dog

by Anton Chekhov

I Client-Side

o E A

Too Small / getVoc GetC L]

~ Distribution = ¥ GetSerGetDial
~. _getCol _

. (Right boundary
“Right” Rl
Redistribution WAEh
_______ o | gvoe |} Gy

. IGetDial)

, GetSen ,l

\ - EtCoI )

’—_-h

h_—'

\ ¢""~

GetC )

-

Too Much Re
Distribution v getVoc

——————————— Sem=—" ”-—N

~ oo GetDial v

-——’

- = Commutations,.
—--Overheads _ _

Server-Side
(/api/ladydogq)

Ajlieinuelb Jo |anaT

Determine which functional distribution would
minimize the cost of distributions

Cosexec(r) = a:latency(r) + (1-a)- 2 resource(r)

Large Distribution Space: Our Tool automates!

Ex) 394 x 4139 ~=1.6 x 105 ULOCs

80
70
60
50 50
40 40

30 30
123456738

Costp,
20 Dist

80
70
60

/api/therea
droo

180

0 /api/thegift 160
60

Right o*‘/) 140
50 Distribui
40 Istriouiton 120
30 100

1234561738

t e
80

Too Small Too Much g

Distribution Distribution

60
50
40

110

% /api/la
70 dypet
50

30
123456738 123456738

/api/theb
igtrip

80

70 :
/api/the_d ¢ | /api/thecas

123456738
260
210
160
110

60 7
12345678

123456738

/api/wall

odpir /api/offshore

1234561738

\/a
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'_Application 1: Optimizing Cloud Services [SANER 2020]
Restructuring Distribution

(Original Distribution) (Re-Distribution)  Distribution | Cost
r
_ R (p. 1c.)
-9 partition)--» =»{ batch* |» —» D, |C, Min Cost
E 2 Distribution
k-1 r
Ay
Rem ote \ (Equivalent Variant)
Local b= r_local,. Headless
Insogll'zzt Lr_local, ) r_local, = Remote B Testi Tool
9 |r_local r local, Eear rowser Testing Too
[ r Iocal., | f1.f2. 13
(_r local, ) r local,
Partitioning  Inline Functions Remote Batch
Refactoring Invocation

[Fowler '02, Ibrahim et.al ECOOP '09]
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Application 2: Bug Fixes [ICWE 2019]

. 5,18c1,16
éﬁﬁg:\{g:/gglgégziﬁ/:\rr(obj, array) <(original code for getObjsInArray) -
var foundObjs = []; T . . .
“fatamrmiE ' {Mapping Table} 2 e foungongs = 117 o0 e |
PP > var keys = Object.keys(obj); )
}F(obj[prop]===army[i] [prop]) i for (var i=0; i < array.length; i++){ -
foundObjs.push(array[i]);
break; i
retuii foundObjs; i Egzzﬂgbjs.push(ar'ray[i]);
} .. 3.Release ’
Or1g1nal i return foundObjs
A Patch
App
Full-Stack App I:ixedpartcent Fixed JS
:1 .(Client Insourcing) Full-Stack App
| > Improved? -
X rofiler rofiler
Mapplng I P before % after
Table v Bug Inspection (CPU/Memory)
Centralized LB Source Ly
). 1. Rewriter
_________ Bottleneck  Leak 2.(Bug Fixed in
Inspector  Inspector Centralized Variant :Catch)

Fixing Bugs in Centralized Variants
and Generating Patches

90% Reduced Time to execute
Debugging Task
<Conventiona| Debugging> <Our Simplification>
[L ate [tn s entry/exit points in serve r] [In ert Start/End Profiler for
pmf:le;;}f,ﬁ’""] [[ ert Start/End Profiler in client ftnfjene for profilel.;
ﬁkunm—rp ethods in clie n] [(n ect prof / pro, " for
profilepsorel~{Apply Bug patches P* ‘/m el [t 1]—v(R HTTP methods Red uced
@A{Colleclpraﬁl  / profilelyi™ for profilell }mx Steps
ﬂ[Comparepraﬁle,‘,;ﬂ, andpru/'lles[ ]
35 AT cene (%) (x
/users/search/i Inefficient
30 d & »loop
V4 zgrs/search
25 P 4
Y 4
20 /fa

i ' i/thered
/api/bi \ ,%ap'./t
15 /apiiwghA\ api/lady

lapi/ \, /api/thed
T4 pi/amont Ppefore — Pagter

P 4 P
S 2 misused hefore

i APls
o Hesiofrs AT 41t (%)
0O 5 10 15 20 25 30 35
VIRGINIA TECH.




Application 3: Communicating Web Vessels (CWV)

Best Paper Award & [ICWE 2021]

Design and Execution Time Mismatch — Client/Server Arch.

Client Insource or Revert {Codeg, ., State} based on Exec
Conditions

Automated Program Transformation for Adaptive Arch.

Client CWV Client Server
Transform Sewer Client
Server jl>
/service r

/ Fixed — A

/service_r . (local) ' a?
insourge W 3
lllllllllllllllllllllll ‘\< . ,’,'ae\g
FU”‘StaCk — (G d revert (Seryer ¢
JS App Templates (Browser): 00 (Bad Network)
1. Monitoring tool Network) l\QJ
2. wasm \'

3. SandBox
4. Light Database

Network Condition

Responge

300 - 1K

20081 eeees Before 50

1 200 300 o
cutoff RTT[ms] 18

100

1k

500 | 300
500 8Q0, 1.1k

100 cutoff 100
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Publications & Honors in PhD

(full list: https://kjproj84.github.io/publications)

No. Paper Conference Area
System 1st
1 Client Insourcing ‘q\(’?\!/vvz\q 72/?122% (V¥/eb) Author/2
: Refactoring ( o '
Top-tier)
. SANER 2020 Software | 1=
2. D-Goldilocks (21 % 42/1 99) Engineering Author/2
3 Catch&Release ICWE 2019 System 1st
~ | (Debugging) (25%, 26/106) (Web) Authorl2
Comm Web Vessels ICWE 2021 System 1st
4. (17%, 22/128, (Web) Authorf2
Best Paper %’)
5 EdgeFy: Edge-based Submitted System 1st
’ framework (Middleware) | Author/2
[Appendix] MobileSoft 2018 | Software 1
6. Project1: Differencing | (Nominated Engineering | Author/3
Cross-platform Apps for Best Paper)
; : GPCE 2018 Software | 2na
: [Appendlx] Engineering Author/3
Project2: Distributing
Embedded Apps Journal of Com. Lang. | Software 2nd
for Best Paper)

= Main work presented in WWW 2020 (Top-tier)

= One Best Paper Award & Two Best Paper Nominations

& * ICSE 2018 * (series) / MobileSoft 2018 (series) / A 5th IEEE/ACM International
Conference on Mobile Software Engineering and Systems /

Automatic Inference of Java-to-
Swift Translation Rules for
Porting Mobile Applications

Best Paper
Who Award

Candidat
Kijin An, Na Meng, Eli Tilevich andidate

Track
MobileSoft 2018

When

Mon 28 May 2018 14:00 - 14:20 at J2 room - S8: Resourcefulness Chair(s):
Alessandro Orso

= Two Doctoral Symposium Papers in
WWW 2020 and ICWE 2019

. Two Spothghts from CS@VT
@ e

@mobilesoftconf attendees Breno Cruz, Kijin An, and
more  Associate Prof of Computer Science Eli Tilevich represent
@VT_CS in #Gothenburg.

Kijin An & Eli Tilevich

11:26 AM - Jun 5, 2018 - Twitter Web Client

/ VIRGINIA TECH.


https://kjproj84.github.io/publications

I_e fo re P h D P ro g ram: ! 1. "Computer Networking”

"Cloud-based Distributed Systems"

Unlikely to D,z
Request

Route

R Maintenance
4 Route
Delay Ur';enCYmm

jRequirement' Q >Q
For Video ﬁ b) ©

Node [WiFi/VolP System for Business Solution]

Scheduling

(buffering) Route Urgency - )
Construction nt - opes o Monitoring
- : UDD% Lines ("_AP#]% \B,as-r

Dmex (sharing paramters) = [@J

App Dmai Network [R/Unse MAC

Layer Layer Layer [WiFi/Repeater

System for Metro
Environment]

Industry #1

(Network) System

POSTECH e

POHANG UNIVERSITY OF SCIENCE AND TECHNOLOGY SK Software Engineer
telesys (3 years 4 months)

MS: Computer Networking (2 years)
* Developing/Optimizing Base

* MS Thesis: A Cross-layer Scheme Station's MAC Protocols

for Video Data Transmission * WiFi/Repeater System : Remote
* Routing Protocols for Ad hoc Management tool for Metro (TR-069)
Networking: AODV, DSR * Developing Business Functions for

1 2 * MAC Scheduler: WLAN or Zigbee WiFi/VoiP System (Asterisk, SIP/RTP)
* ICC 2009 (Conf), ACM/Springer

Wireless Network 2013 (Journal)

Scale
/Fault Tolerant

Distributed
S stem

._Q ‘ "
L Who/
N Where/

U

r
Industry #2\/\  GINIA TECH.

Beginning my
PhD Program
(2015.8~)

IS¢ ¢ and Technology

K]ST oate| g

(Top Korean National Lab)
Software Engineer/Researcher
(2 years 10 months)

* Cloud-based Distributed
System for a Robot Service

* Scale/Fault Tolerant for
Sensor Units x N

* Web-based Service
Scheduler
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Appendix

« Other Projects
« System Design Experience



ﬁppendix: Understanding Heap Spraying Attacks

User Study (Pre/Post Survey): IRB, 540 undergrads for 3 Semesters
(see more detail in

NSF-funded project for increasing CyberSecurity-related education in
CS and ECE core courses at Virginia Tech

| developed the Level 3: Understanding Heap Spraying Attacks O S T aE Gl e S S R s

Level 4

' System and Network Level
/ Threats and Defences

|| Project: “Secure Server”

CS 3214
Computer Systems

T p S e o e s
I v
Level 3 CS 2506
Memory Threats and Computer Org.

Vulnerabilities
Project: “Heap Spr‘éiLing attack”

- 3

Paul Plassmann Debarati Basu Harinni.K.Kumar Kijin An
CS 2114 Asst Dept Head CPE Graduate Student, EngE Graduate Student, CS Graduate Student, CS
Software Design &
Data Structures

Level 2
Threats to Re
Project: !

I 47814

Very Good Feedback Students’ Achievements
v from Students s
Level 1 CcS 1114 40 +
Thrgats :J @‘ e_ Introduction to >
Project: “Data lntegrity and Software Design “This assignment was 1
authenticity” » » e—Gpring18
Spiraling Theme: Course Computer very challenging, but =~ e
Handling threats to software Integration Science a lot of fun too!” R —
for securing personal > ﬁ
information ° 60 70 s %

Stewe336@vt.edu Full Grades / VIRGINIA TECH.



mppendix: Understanding Heap Spraying Attacks

User Study (Pre/Post Survey): IRB, 540 undergrads for 3 Semesters
(see more detail in

_

= Next Level of “Attack Lab” 1. Crafting Assembly Code for a system call
n Systems: Victim Server’ Grader ./sample: file format elf64-x86-64
] . Disassembly of section .text:
:Executing and Evaluating Programs 0000000000400078 <start>: “Payload”
= Extension of JavaScript Engine: V8 400078:  HBNETNEONOTNO0N001000mov $0x1, Srax
40007f:  487€7 €7 01 00 00 00 mov $0x1,%rdi
400086: 4878d 35 19 00 0000 lca 0x19(%rip)..
40008d: [48e€7 €2 0e 00 00 00 mov $Oxe, srdx
400094: [0E05syscall
400096:  [@8NETNE0N3eN00100100M00 oV $0x3c, Srax
T 40009d:  487e7 €7 00 00 00 mov $0x0,%rdi
o8 4000a4: 0f 05 syscall

2. Heap Spraying with JS Code

Heap low
NOP v
. alcous 2 Sledding | B

1= T (Eys— JavaScript - e e —————
R R T “ n 90 90 90 90 90 90 90 90 90 90 90 gg %E ﬁﬁ
_ 909090909092‘ 90,90 88 99 90 90
— m MMM‘Q‘U‘QO 3%90 90 90 90 90 90 90 90
/ by ggg_zgo 90 90 90 90 90 90 90 90 90
igyn 0790799-96:90.90,90 90 ....90
__________________ 3. Submitting JS Code to Attack Server [CNOP'Sled " [iPayload ] 909090909090 909090 9090 90 50 i

Heap high ' / Q:; 2;
VIRGINIA TECH.



mppendix:
Refactoring Embedded Apps for Trusted Execution
[GPCE 2018], Best Paper Nomination at [COLA 2020] _I

= Programmers: Annotating CPI portions
= Partitioning C/C++ code into the regular and trusted parts
= LLVM/Clang based Analysis/Refactoring, OPTEE (SGX in [COLA 2020])

Annotations

o
I\

Embedded

Apps  —p| RT-Trust
C/C++

Normal World

16 ex) PX4_Firmware App

VIRGINIA TECH.



mppendix:

//PieChart.java
private void calcAngles() { ...
int entryCount = mData.getEntryCount();
intcnt = 0;
IPieDataSet set = mData.get(i);
1

Learning Translating Rules/APIs from Cross-platform Apps
Best Paper Nomination at [MobileSoft 2018]

public class PieChart extends PieChartBase<PieData>

for(int i = 0; i < mData.getDataSetCount(); i++)

//PieChartView.swift

{...

varcnt=0

let set = datali]
.

public class PieChartView: PieChartViewBase

private func calcAngles() { ...
let entryCount = data.entryCount

foriin O ..< data.dataSetCount {

No. Java Swift Java template Swift template
Syntax type Syntax type
| typeDeclaration | class_decl public class $p10 extends $p11 {...} public class $p10: $p11{...}
2 classBodyDecl function_decl| private void $p20() {...} private func $p20() {...}
3 | localVarDeclStmt | cnst_decl $p30 $p31 = $p32; let $p31 = $p32
4 expression expression $p33.getEntryCount() $p33.entryCount
5 | localVarDecIStmt | var_decl $p40 $p41 = $p42; var $p41 = $p42
6 statement for_in_stat for($p50 $p51 = $p52; $p51 < $p53; $p51++) for $p51 in $p52 .< $p53
7 expression expression {..} {.}
$p54.getDataSetCount() $p54.dataSetCount
8 | statement cnst_decl $p60 $p61 = $p62; let $p61 = $p62
9 expression expression $p63.get($p64) $p63[$p64]

Rule
Database

Java P Phase I: Rule Inference
code |
3| Code Alignment O Code Matching
Swift
code V Delimiters
Mappings Operators
Keywords

Template Generation

(Differencing)

Mapping
Selection

Phase II: Rule Application

Code
Translation

Alava A Generated
Program Swift Program
/

\/a
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Appendix: Applicability of Client Insourcing

Subject: Full-Stack JavaScript apps (Node.js): Popular in Backend and Open Source

Backends follow a lower load time development: Netflix, Uber, Linkedin, ... ”[Applocal ]“

server

Ap p local
server
11.00% ) Tag The popularity of Programming L (Github) Ranking 2020 U-VMs
10.00% — net ] S
‘Pl JavaScript ] S

2 oo : Elﬁ“ . Ap p client A

: 8.00% o e = e p p client

S 700%- o - g A . Client - 7

é 6.00% ) 1 p p dist Insourcing ( \

g 5.00%—%/\ TypeScript 7.5% (Polyglot) A local T _I Applocal,IS

s > ’ e 6% ranspiler server

é 4-000/° W\/\/\/\/\ N Ruby 62% ppserver p

g 3.00% - ) _Ay o -

= 2.00% — \I\/\—\ﬁ’\/"’\/_\d CH# 37% ] S

& 100% _— . ' . ] S

‘ms 0.00% | ——— ] 0 - 5 10 15 20 25 AppCllent AppCIIent

X ’ 20‘09 2le 2611 20‘12 20‘13 20‘14 20‘15 20‘16 20‘17 %}
[Trend in JS Backend Developments] [Trend in Github Repositories] [Applicability for Polyglot apps]

RESTful HTTP Protocols e oo
usiness LOgiCc

Insourcing Business (Application) Logic only  (Server-side)
(Client-side)

What else? Failure/Exception handling Logics
Server State Isolations/Replications Programmer-written
__________ Database with SQL, Files, and global variables Middleware API Calls Y ad

VIRGINIA TECH.



