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Dissertation Contributions
[Distributed App]

=0)| *=

= } C —
" CO—
\ Remote
Dr. Tilevich Dr. Smaragdakis Executions

New “Refactoring”: “Client Insourcing” [Re-engineering]

Creating a Centralized Variant (P') for the Distributed App Enhancement
Distributed App (P) (w/ defeats)

Value and Utility of “Client Insourcing”

“Pinpointing” Inefficiency of Distributed Programs and
“Assisting” Programmers for their changes

My Research Topic:
Software Engineering
Distributed Systems (Web)

Advisor: Eli Tilevich

Correction

/ VIRGINIA TECH.

Applying state-of-the-art techniques from Software
Engineering to address problems in Distributed Apps



Client Insourcing Refactoring

» Corrections Distributed Apps

Debugging Memory Optimizing
Same Addr. Space Bottlenecks (ery quicky) ) Granuality

—"‘\\
\
Y

. . ¢
Re_Eng”']eenng /' \\ Not leaking leaking Levels of Distribution
A

Server___/ "Local Call’

LR N I ®ay [ [| \
FEl! Tasks \ Server Part',
: \\\\ ‘|___/ ,,,_»
AN /
Remote E : ~—_t
emote Exec I Client Exec RaaiS\ / - Enhancing/Adapting Distributed Apps
Insourcing \ Glient Part T -
Refactoring ™ Sandboxing with
. 1 minimum overheads
) _ ‘. Client Part / - .
Centralized \ 7
. a )
Variant (P')” KN 7 Replicating Distributed | |
\*~.."’ | Apps for Mobiles/Edges
Addr. Space A Corrected/Enhanced
Distributed Apps

Distributed Apps (P)
Replica_2

epli'c:é_k
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Publications & Honors in PhD

(full list: https://kjproj84.github.io/publications)

No. Paper Conference Area
System 1st
1 Client Insourcing ‘q\(’?\!/vvz\q 72/?12209 (V¥/eb) Author/2
: Refactoring ( o '
Top-tier)
. SANER 2020 Software | 1=
2. D-Goldilocks (21 % 42/1 99) Engineering Author/2
3 Catch&Release ICWE 2019 System 1st
~ | (Debugging) (25%, 26/106) (Web) Authorl2
Comm Web Vessels ICWE 2021 System 1st
4. (17%, 22/128, (Web) Authorf2
Best Paper %’)
5 EdgeFy: Edge-based Submitted System 1st
’ framework (Middleware) | Author/2
[Appendix] MobileSoft 2018 | Software 1
6. Project1: Differencing | (Nominated Engineering | Author/3
Cross-platform Apps for Best Paper)
; : GPCE 2018 Software | 2na
: [Appendlx] Engineering Author/3
Project2: Distributing
Embedded Apps Journal of Com. Lang. | Software 2nd
for Best Paper)

= Main work presented in WWW 2020 (Top-tier)

= One Best Paper Award & Two Best Paper Nominations

P — fvvn LEEE/CVF Gonference on Computer Vison and Patter Recogniton

3 QIEEEL 5o o

L World Wide Web Conferences (WWW) 80 14.69

2Ebyonpikrance Deadline : Mon 11 Oct 2021

& * ICSE 2018 * (series) / MobileSoft 2018 (series) / A 5th IEEE/ACM International
Conference on Mobile Software Engineering and Systems /

Automatic Inference of Java-to-
Swift Translation Rules for
Porting Mobile Applications

Best Paper
Who Award

Candidat
Kijin An, Na Meng, Eli Tilevich andidate

Track
MobileSoft 2018
When

Mon 28 May 2018 14:00 - 14:20 at J2 room - S8: Resourcefulness Chair(s):
Alessandro Orso

= Two Doctoral Symposium Papers in
WWW 2020 and ICWE 2019

. Two Spothghts from CS@VT

Virginia Tech Department of Computer Sci
AV/77all <70 toiowers

Congr: PhD lumnus Kijin An and his advisor, Eli Tilevich, for their
best paper award at the 21st i fe on Web Engineeri
(ICWE 2021) for h " paper c ommunicating Web Vessels: Impro

Kijin An & Eli Tilevich

11:26 AM - Jun 5, 2018 - Twitter Web Client

Virginia Tech Computer Sci
@VTCS

@mobilesoftconf attendees Breno Cruz, Kijin An, and
more  Associate Prof of Computer Science Eli Tilevich represent
@VT_CS in #Gothenburg.
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https://kjproj84.github.io/publications

Client Insourcing
Refactoring (www 2020

1)HTTP Request From Client

DELETE

HOST ..

Point

/properties/favorite} Entry

FT:id":l,"city":.

- 11

)

//CLIENT:

this.pServ.unfavorit
.subscribe(favorite

app/../property-details.ts
unfavorite(event, property){

2)HTTP Response From Server

HTTP/1.1 200 OK

‘‘‘‘‘‘‘‘‘‘
777777777777

(Client-side)

1. Decode {client-parameter, server-return}
2. Instrument code parts that RWs these values

Replaying/Capturing

Ex1C
?Oint 3

//SERVER:server.js
app.delete('/properties/favorites/'
, properties.unfavorite);
//server/properties.js
var favorites = require('’
function ynfavorite(request, response) {
var=id =|request.body|.id;//unMarshalling
for (var "t=o;=iTfavorites.length; i++){
if (favorites[i].id == id){
favorites.splice(i, 1);
break;}} mmm—m—--

./property').favs;

ming Content—t: json response. Json( focir;lftis)//Marshalllng
unMacshalling ganLentrlen - //SERVER: / ty.
=>{ this.favorites JFavor'ltesil : L'[{_:-C_i_'f__ilfl_’__] ‘ J expo,«ts,daizpzer[‘{?;?pi':_)f,ﬁ;
"""" exports.favs = [{id:2,..},.,{.}];
(Correspondence for:lIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
“Marshaling” Points)s -
-
3 \ .
Marshaling | Send Get Unmarshaling
client-param REQ REQ client-param
J \, Server
) 4 Code
Unmarshaling Get e Marshaling 4
server-return RES RES server-return
J \_
(Server-side)

/ VIRGINIA TECH.



Client Insourcing Refactoring [WWW 2020]

Original Full-Stack
JS App

Fuzzing HTTP records, Idempotent Executions

Server

Replaying
HTTP —

Replaying

HTTP
—>

Dynamic Analysis Static Analysis
jalangi2 z3 Datalog Engine
Entry/Exit L
(Dldentifying (EO'T‘Q; (2 Solving
Entry/Exit acts Constraints for ) il
Points for Extracting | *

functionality

1

Function 4. —

Equivalent

Program States

\
\
\
\

Tool's
Dictionary

—

5

Instrument
Program

DB, Files, v;, v,,.].

Nldempotent Exec.

Entry/Exit
Points

Centralized Code

invoke(f ,"Start TRANSACTION")
db.query("DELETE FROM recipes
WHERE id=id", ..); "

invoke(f ,' ROLLBACK")

//Event Hooks in Jalangi2
write(name, val, 1lhs)
read(name, val, isglobal)

invokeFun(loc, f, args, val) VRGWUVECH



Client Insourcing Refactoring [WWW 2020]

Extracting Function: Searching all dependent JS code in Entry/EXxit points

Extending Declarative approach for Program Analysis (z3py, Datalog Engine)

JavaScript: GATEKEEPER [Security’09]: Point-to-Analysis, JSDep [FSE’15]:
Dependency Analysis

,,Generating Facts

Server
Program

Write(s,,v_a)
Read(s,, v_b)
Write(s,,v_b)

7 Ref(s.,v_c,V,)
Ref(sq,v_d,V,)

,;Rules for Client Insourcing Refactoring

DataDep(s; , stmt, ) < Read(s;, v;) A Write(s,, v;)
;JS-Dep, GATEKEEPER
UnMar(sl, VunMar Vllllrilcllv[ar)

< Write(s;, vynmar) A Ref( VunMar» Vll;rilclivlar)
Marshal(Sl, VMar Vhl/l[i;r

« Write(sq, Vyar) A Ref( VMar, Vl\lj[i;r
ExecutedStmts(s,, V 4, V¢

unMar’

« (Data\Dep(sn ,s1) A Marshal(sy, viar, Vi ) A
(—|DataDep(sn ,S3 ) AUnMar(sy, vunmar, V4 ))

unMar

;,z3 Datalog Engine
Query ExectedStmts for specific HTTP method
{Client Param, Server Return}

Resulting
Centralized Program
//app/ bs(su_w.jg .

rite = [{id: 1,city:'Bo’,

Original Server Code
SERVER: server/property.js

“Extract
Function’| %r
Refactoring || "

Original Client Code

/ VIRGINIA TECH.



Application 1: Bug Fixes [ICWE 2019]

5,18c1,16
<(original code for getObjsInArray)

//server/main.js...
function getObjsInArr(obj, array){
var foundObjs = [];

for (var i=0: i<array.length;i++){ > function getObjsInArr(obj, array) {

{Mapping Table} > var foundObjs = [1;
var keys = Object.keys(obj);
for (var i=0; i < array.length;

i++)9{

vV VYV

}F(obj [prop]===array[1][prop])

foundObjs.push(array[i]);
break;

foundObjs.push(array[i]);

1}
return foundObjs; break:

}

3.Release

Original
App

return foundObjs

A

FixedPart ...

Fixed JS
Full-Stack App

I Buggy JS
1.(Client [ Full-Stack App

In
1 Improved? :
Mapping| | Profi€lostoe ot
Table v Bug Inspection (CPU/Memory)

Centralized

Source —

Rewriter

Bottleneck Leak

2.(Bug Fixed in
Inspector  Inspector

Centralized Variant :Catch)

Fixing Bugs in Centralized Variants
and Generating Patches

90% Reduced Time to execute
Debugging Task

<Convent|onal Debugg|ng>
- erverner

<Our Simplification>

:
/ profilep o™ for

N ) T Reduced
e Steps

oo’
o, lebe ore]
o n" server
in client) A{Collect profilel’ 5

- [Compare prafile,‘,;ﬂ',‘i‘ and profilesi:het

35 ATcent(o/o) x
/users/search/i Inefficient
30 d & »loop
P 4 zgrs/search
25 P 4
20 ffavage &

15 Japiw ),( api/lady
lapil \ /api/thed

10 P 4 pi/amont Pbefore - Pafter

before
misused f

0 %pl/oﬁs APls

AT 4ise (%)
10 15 20 25 30 35
VIRGINIATECH



Application 2: D-Goldilocks [SANER 2020]

Correcting ill-conceived Distributions

Ex) Nano-service anti pattern

Bookworm ow

[
with The Dead The Castof
bog Jmejae Amontillado
- g Al

The Lady with the Pet Dog

by Anton Chekhov

Client-Side

“"‘i t
_Too Small_ > 47 getVoc GetC
Distribution \ GetSenGetDlal
getCo.I_
Right boundar
“Right’ ,,-_Lg N
Redistribution [ WAL S
_______ > | getvoe gy (Gerc ) | o
_______ > \i——' IGetDialj | @
Q
' GetSen ,l =
\__getCol g
<
Too Much R NTTTIN
Distribution ____ *.getVoc _/\GetC _J
-~ -Cammutations, /5o = GetDial »
etse J Samm—
___Qxerheads__g‘q--—/—--\
pfesfesfenfenfesfesfesfegengente < > \getCol_s
Server-Side
(/api/ladydog)

Determine which functional distribution would
minimize the cost of distributions

Cosexec(r) = a:latency(r) + (1-a)- 2 resource(r)
Large Distribution Space: Our Tool automates!
Ex) 394 x 4139 ~=1.6 x 106 ULOCs

80 80 110

70 . : |
/api/therea 0 Japi/theb 90 /api/la

% R droo 60 igtrip 70 dypet

50 50 yp

40 40 50

30 30 30

12345678 12345678 12345678
Costpigt

80 180 80

0 /api/thegift 160 70 .

60 P 9 /api/the_d /api/thecas

0 \ [ 140 %
IstriouIton

40 120 40

30 100 30

123 456738 12345678 123456738

1 T el
80 apIvg 210 { /api/offshore
Too Small Too Much 7 paper
Distribution Distribution 60 160
50 110 %72?
40 60 / VIRGINIA TECH.

1234561738 123456738



'_Application 2: D-Goldilocks [SANER 2020]

Restructuring Distribution

(Original Distribution) (Re-Distribution)  Distribution | Cost
I
__ r, ( D. | C\
- partition|--» =»{ batch* |- —> D, | C, |MinCost
2 Distribution
rk-1 ISTribu
\ Ik kD | CJ
Remote \ (Equivalent Variant) N N
faedl & - I'°°a|' r_Tocal,. . Headless
(r_local, ) r _local,. Remote .
insourcing | |oca| Clocal gy Browser Testing Tool
[ r Iocal., I e
(r local, ) r local,

Partitioning Inline Functions Remote Batch

Refactoring Invocation
[Fowler '02, Ibrahim et.al ECOOP '09]

10
/ VIRGINIA TECH.



Application 3: Communicating Web Vessels (CWV)
Best Paper Award b 4 [ICWE 2021]

Design and Execution Time Mismatch — Client/Server Arch.

Responge

Client Insource or Revert {Codesene,, State} based on Exec | | e "
Conditions 1

. . 200 : °°°°° Before 50
Automated Program Transformation for Adaptive Arch. 100 1200 300

cutoff RTT[ms] 18

Client CWV Client JRE :
Transform Server Client .

Server 500 | w00

£ 5001 800, 1.1k
Fixed i /service_r 100 toff 100

— r cuto
/service_r . (local)
insourge \
...................... N
Full-Stack — (Good revert
JS App Templates (Browser): 00
1. Monitoring tool Network) I\QJ
1 1 2. wasm \'

__________________ 3. SandBox Network Condition
4. Light Database / vz;
VIRGINIA TECH.



1 1 . . Client1 < >
Application 4: EdgeFy (Submitted) oy = 1 o
ge Cloud
Client3 'Network  Network Server
i : Clientd s =
Locality of Cloud services, Data Deluge on Network Bottleneck Cloud Slervices
Replicating {state;,;;, ftn;,i} of Cloud Service
o ] EdgeFying
Synchronizing States: Cloud and Edge Replicas
Correctness of Transformation: Isabelle HOL framework Edge-based Services
. . )
Performance Compared to other Proxy Techniques Client1 gp- G s
] Client2 =¥ m Synchronize
result ri:ROIs&Labels . Edge States Cloud
:’HTTP/l.l 200 OK e fi?lf?_r?i:d Server

Client3 (€009
<>

i Content-t:json E
i data: [boxes:..,names:..] i

/‘/W\Network TX/Rx , <Cloud ] m :
00 " Program> _ _
W bad Regional Settings Client1 %ﬁ; _____________

—Slower 10

.

¢39a3

Client4 gup-

Relaxed \_____
Consistency

Europe
Asia
North America,...

{ Req Headers

<Client ? ! Payload: ,

Program> Paramet : data:[255, 216, i
p1:Sensor i1 255,224,..] ;
Data

(HTTP traffic)
ex) Apps of ML (tf.js) ex) Heroku: Cloud Platform /
VIRGINIA TECH.



Thank you!

Q&A



Appendix

« Other Projects
« System Design Experience



mppendix:
Refactoring Embedded Apps for Trusted Execution
[GPCE 2018], Best Paper Nomination at [COLA 2020] _I

= Programmers: Annotating CPI portions
= Partitioning C/C++ code into the regular and trusted parts
= LLVM/Clang based Analysis/Refactoring, OPTEE (SGX in [COLA 2020])

Annotations

o
I\

Embedded

Apps  —p| RT-Trust
C/C++

Normal World

15 ex) PX4_Firmware App

VIRGINIA TECH.



mppendix:

Learning Translating Rules/APIs from Cross-platform Apps

Best Paper Nomination at [MobileSoft 2018]

//PieChart.java //PieChartView.swift
1 public class PieChart extends PieChartBase<PieData>| public class PieChartView: PieChartViewBase
{.. {..
2 private void calcAngles() { ... private func calcAngles() { ...
3 intentryCount = mData.getEntryCount(); let entryCount = data.entryCount
4 intcnt=0; varcnt=0
5 for(inti=0; i < mData.getDataSetCount(); i++) foriin O ..< data.dataSetCount {
6 IPieDataSet set = mData.get(i); let set = datali]
7 .0 -

No. Java Swift Java template Swift template

Syntax type Syntax type
| typeDeclaration | class_decl public class $p10 extends $p11 {...} public class $p10: $p11{...}

classBodyDecl function_decl| private void $p20() {...} private func $p20() {...}
3 | localVarDeclStm| cnst_decl $p30 $p31 = $p32; let $p31 = $p32
t
4 expression expression $p33.getEntryCount() $p33.entryCount
5 | localVarDeclStm| var_decl $p40 $p41 = $p42; var $p4l = $p42
t
6 statement for_in_stat for($p50 $p51 = $p52; $p51 < $p53; $p51++) for $p51 in $p52 .< $p53
7 expression expression {..} {.}
$p54.getDataSetCount() $p54.dataSetCount
8 | statement cnst_decl $p60 $p61 = $p62; let $p61 = $p62
9 expression expression $p63.get($p64) $p63[$p64]

Rule
Database

Java P Phase I: Rule Inference
code |
3| Code Alignment O Code Matching
Swift
code V Delimiters
Mappings Operators
Keywords

Template Generation

(Differencing)

-
:

Java Parser

Mapping
Selection

Phase II: Rule Application

Code
Translation

Alava A Generated
Program Swift Program
/

\/a

VIRGINIA TECH.



ITA\ppendix: Understanding Heap Spraying Attacks
User Study (Pre/Post Survey): IRB, 540 undergrads for 3 Semesters

* NSF-funded project for increasing CyberSecurity-related education in

CS and ECE core courses at Virginia Tech
» | developed the Level 3: Understanding Heap Spraying Attacks

Level 4

' System and Network Level
/ Threats and Defences

|| Project: “Secure Server”

CS 3214
Computer Systems

t p
I v

Level 3 CS 2506
Memory Threats and Computer Org.
Vulnerabilities
Project: “Heap Spr‘éiLing attack” I )
Level 2 | CS 2114
Threats to Re

Software Design &
Data Structures

v
CS1114

Introduction to
Software Design

Project: !

Level 1
Threats ttI @‘ e
Project: “Data lg
authenticity”

I 47814

Spiraling Theme:
Handling threats to software
for securing personal
information

Course
Integration

Computer
Science

@& hosting.cs.vt.edu/CybersecurityEducation/gallery/

Calvin Ribbens

Department Head, CS

Paul Plassmann
Asst Dept Head CPE

Debarati Basu
Graduate Student, EngE

Very Good Feedback
from Students

“This assignment was

very challenging, but

a lot of fun too!”

stewes36@vt.edu

Students’ Achievements

DW|gh1 Barnene
cademic Oper:

3

Harinni.K.Kumar
Graduate Student, CS

Kijin An
Graduate Student, CS

Godmar Back
Associate Professor, CS

45

0 10 20 30 40 S0 60 70 80 90 100

@m—spring18

—fall17

Full Grades

/ VIRGINIA TECH.



ITA\ppendix: Understanding Heap Spraying Attacks
User Study (Pre/Post Survey): IRB, 540 undergrads for 3 Semesters

_

= Next Level of “Attack Lab” 1. Crafting Assembly Code for a system call
u Systems: V|Ct|m Server, Grader ./sample: file format elf64-x86-64
. . . Disassembly of section .text:
:Executing and Evaluating Programs 0000000000400078 <start>:  Payload”
= Extension of JavaScript Engine: V8 100078:  AENETNEONOTIOONO0N00N oy $0x1, Srax
40007f:  ASNETNETNOTNO0N00N00N oy $0x1, 5rdi
400086: 4878d 35 19 00 0000 leca 0x19(%rip)..
40008d:  WBNETNEZNOSNO0N00N00N 1oy $0xe, Srdx

Heap high

400094: [0E05syscall
100096:  UBNETNEONSENOONOONOONO0N o $0x3c, brax
T 40009d: [@BNETNETI00N001000nov $0x0, srdi
o8 4000a4: 0f 05 syscall
2. Heap Spraying with JS Code
Google . .
Heap low NOP ¢
L — Sledding
I peshboard 0 oogescholr | M Vigrnia Tech i - J S i t ----------
R . e a— - avaoayp 909090909090909090909090&55&
909090909090%%%“”90%9090
‘ n 0.98-08-90°90°90 90 90 90 90 90 90 90 90 90
- / NoPSed | 20 90 90 STSFODIOPORaA 3233;%”33
_ 90 90 90 90 90 90 90 90 90 90 90 90 9 B
__________ 3. Submitting JS Code to Attack Server $

/ VIRGINIA TECH.



I_Appendix: Timelines

MEANEUSA

UNIVERSITY OF SEOVUL

ECE B.E (4)
Q2 X|S Lab, O|Xf= It

* Undergrad Intern(2'4)
* Agent System (Robotics),
Software Engineering

Value Creating Univ

PDS TEE H

POHANG UNIVERSITY OF SCIENCE AND TECHNOLOGY
M.S (2H)
MCNL Lab, S&& W

* Networking,
Multimedia (codec)

* WLAN, Zigbee

s TH=z 4H

¥
SK,:elesys

Assistant Manager
A|AE sw 7
(34 474 &)

HEATL2E
WiFilEA 7| Al~H S
HAge| & g
WiFi/IPPBX H| X|L| A
function 70
QO0|E 2, RF/Optic
Repeaters

éJ’wammwgﬁ?w

Researcher (23 1071 &)

Robotics Research,
A EN Mol 7y

. ERMHIAZ 93
E-El- | = Al*E‘"7HH|' (ML)

« 509 A A& (FHE/
2)) EB

* I X|=2: Full Paper 3,
Short Paper 7

2015.8

VIRGINIA TECH.
Computer Science, PhD,
Software Innovations Lab, Eli
Tilevich
Software Engineering

Distributed Systems (ML Apps)
= N|=&: Full 7, Short Paper 2

Best Paper 12|, Nomination

23]
/ VIRGINIA TECH.



mppendix: System Design
/Research Experience in KIST

|
~ Let’s study the history.

Class is starting soon. . X
Don't sleep in class.
Take your seats.

{iijin, (0.2, 1

thijin, [02, 1
tijin, [0.2, 1

“ Chebx}: A|AE A 3 7L, Leading Project 1XHd & ~ 3XHH £/ 514
d2E/3E 7t BF 25 s g

§ un=z=aH -
2T User Recognition

with Robot Sensors

”'Hi, Geunjae!

" ZR3 0|Eto] AT &AL (Pl awarded)
= ST A: Full 3, Short 7

What Can | ..
(new user’s

* Web/Machine Learning ; arrived) . do

for you?

tf_units

three_wobot

L detected_face 12
e

where whatP g

= |

Z

. 5 | where a0 |
g 2} [
ambien| B hatan g
|hree)fv tE‘ where_: ﬁl i
o g =
5 . pn |2

§ & [where_iwhat)! g
3 :‘

Z

=]

where_twhat; g‘

b o

Z

=

‘g

=

]

£

<]

=

server

Fl
2
H
L

Raw_data

local

[Cloud-based Distributed Systems]:
{Where,Who,What} Fusion for multi-users

Robot Sensor

(USB CAM, RGBD CAM)
e 5 EyS

Speech to

F Low-Bod;

ace Ry Text(STT)

Identification |JPart Detection .
Keyword analysis

Information Fusion &
Tracking

Checking
Distance and Name

E

Service
Generator

Server
S
API;

.|
[Web-based-Robet-Service for multi-users]

/

\a
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Appendix: Applicability of Client Insourcing

Subject: Full-Stack JavaScript apps (Node.js): Popular in Backend and Open Source

Backends follow a lower load time development: Netflix, Uber, Linkedin, ... ”[Applocal ]“

server

Ap p local
server
11.00% ) Tag The popularity of Programming L (Github) Ranking 2020 U-VMs
10.00% — net ] S
‘Pl JavaScript ] S

E oo S b = APD(lient A

B goomd 8 mode P 1587% pp client

% 7.00% e 2 ) Eati Ap p d . t - ~

= Go 8.8% IS

g 6.00% — ) ( 3\

71 TypeScript 7.5%

S 5.00%- (POIygIOt) ] local,IS

e ., ocal i

g 4°°%%NM . ApDserver | Transpiler APPserver

T 3.00%- A

5 2.00% S i L ] S

% W ¢ 3%

2 100%- N S - . ] S

‘ms 0.00% —— ] : e e E— 0 e s 10 15 2 2 AppCllent AppChent

a\o ' 2009 2010 2011 2012 2013 2014 2015 2016 2017 %)
[Trend in JS Backend Developments] [Trend in Github Repositories] [Applicability for Polyglot apps]

RESTful HTTP Protocols e oo
usiness LOgiCc

Insourcing Business (Application) Logic only  (Server-side)
(Client-side)

What else? Failure/Exception handling Logics

9 Server State Isolations/Replications Programmer-written
.......... Database with SQL, Files, and global variables Middleware API Calls

VIRGINIA TECH.



