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Dissertation Contributions

Advisor: Eli Tilevich (Software Innovations

Lab) ﬂ] -
Research Topic: Software Engineering, N
Distributed Systems (Web)

New Refactoring: “Client Insourcing”

Creating a Centralized Variant (P’) for the
Distributed App (P)

Declarative approach (z3/Datalog), fuzzing, DéStl”bUtdes app
idempotent execution (Released Ver)

R 4
Demonstrating the value and utility of “Client
Insourcing”

Remote
Executions

Enhancement

*
‘0
¢
4

Correction
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Client Insourcing Refactoring [WWW 2020]

Addr. Space B

&", \\\
., Same Addr. Space Re-Engineering K N
“ 4 >
Server Part Logal Call Tasks - S
------- . Server Part ™.
Remote ExecI — A
. ,"*- v
Client SN (Changed)
Insourcing \ SSee

Client Part Refactoring

“Centralized N

Variant (P’)” N ~
Addr. Space A S v

-
\h_,

Distributed Apps (P) Corrected/Enhanced
Distributed Apps
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Client Insourcing

Refactoring

1)HTTP Request From Client

DELETE

HOST ..

/properties/favorite

Entry
Point

I[{"id":l,"city":..

|

4

y)

//SERVER:server.js
app.delete('/properties/favorites/’
, properties.unfavorite);
//server/properties.js

var favorites = requ1re( ./property').favs;
function | est, response) {
var~id =|request.body.id;//unMarshalling

for (var i=0; i<favorites.length; i++){

//CLIENT: app/../property-details.ts 2)HTTP Response From Server 1f (favorites[i].id == id){
unfavorite(event, property){ favorites.splice(i, 1);
//Marshe®ling HTTP/1.1 200 OK it breal;}} o——===- »
this.pServ.unfavorite(propert Content-t: json point , response gison{ f_a_Vg'“_l_tES //Marshalling
subscr‘lbe(-Favor'lte //unMgr;s_h_a_lllng Cantentolelimmaay )
, 7l tnisfaverites favoritesy Loz ety 10 gorts-date -+ L(id 1r.. 31;
------ exports.favs = [{id:2,..},..,{..}];
(Correspondence for .-.-l-l-l-l-l-l-l-l- ‘-l-l-l-l-l-l-l..
“Marshaling” Points) = '
‘(UserEvent)
‘ M gl [ :
arsnaling || ("send Get Unmarshaling
v —» _ client-param REQ REQ client-param ——
. Client J \ Server
Unmarshaling Marshaling 7
- RES RES _
Update Client server returnj Eerver return
(Client-side) Replaying!Capturing (Server-side)

HTTP traffics

1. Decode {client-parameter, server-return}
Instrument code parts that RWs these values

2.
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Client Insourcing Refactoring [WWW 2020]

Extracting Function: Searching all dependent JS code in Entry/EXxit points

Extending Declarative approach for JavaScript Analysis (z3py)
GATEKEEPER [Security’09]: Point-to-Analysis, JSDep [FSE’15]: Dependency Analysis

,,Generating Facts

Write(s,,v_a)
Read(s,, v_b)
Write(s,,v_b)

5 Ref(s.,v_c,V,)
Ref(sq,v_d,V,)

,;Rules for Client Insourcing Refactoring

DataDep(s, , stmt, ) < Read(sy, v1) A Write(s;, v;)
::JS-Dep, GATEKEEPER
UnMar(sl, VunMar Vll;rilcllv[ar)

« Wl‘itE(Sl, VunMar) A Ref( VunMar- Vll;rilcliv[ar)
Marshal(Sl, VMar VI\l/l[ia?r

« Write(sq, Vyar) A Ref( VMar» Vl\lj[i;r
ExecutedStmts(s,, V 4, V¢

unMar’

« (Data\Dep(sn ,s1) A Marshal(sy, viar, Vi ) A
(—|DataDep(sn ,S3 ) AUnMar(sy, vunmar, V4 ))

unMar

;,z3 Datalog Engine
Query ExectedStmts for specific HTTP method
{Client Param, Server Return}

Resulting
Centralized Program
//app/ b8foa. js ]

rite = [{id: 1,city:'Bo’,

Original Server Code
SERVER: server/property.js

“Extract
Function’| %r
Refactoring || "

Original Client Code
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Client Insourcing Refactoring [WWW 2020]

Fuzzing HTTP records, Idempotency Executions

Original Full-Stack
JS App

Server

¢ JS Code

f Client
Client JS Code

Dynamic Analysis
jalangi2

Static Analysis

z3 Datalog Engine

Entry/Exit

Replaying . .__| Points

HTTP I(DIdentifying

= Entry/Exit |eac)
Points for
functionality

(2) Searching
all dependent
code for the
functionality

> Hay—

S
~§

Replaying_
HTTP

Tool's
Dictionary

DB Files/Vars
—

@ *Restore [hit State
Instrument > Entry/Exit
Fllels Points

._J

Equivalent
Centralized Code

\/a
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Application 1: Bug Fixes [ICWE 2019]

éﬁﬁ§:¥g:/mgi36j:iﬁArr(ob' array){ E&éﬁgé{ﬁgl code for getObjsInArray) L . .
var foundobjs < (15 = Fixing Bugs in Centralized
f -0 i ’ .length; i . > function getObjsInArr(obj, array) { . .
Tabtiamaromineion ~ ' {Mapping Table] - v foundgs - [ Variants and Generating Patches
1f(obj[prop]===array[i][propl) > for (var i=0; i < array.length; i++){ .
; > = 90% Reduced Time to execute

foundObjs.push(array[i]);
break;

Debugging Task

V V.V YV

foundObjs.push(array[i]);

1}
return foundObjs; break:

}
. 3.Release > 0
Or] ]nal > return foun js 35 AT /O %
Ang’,J A Patch turn foundobj Cent( ) Jusers/search/ld nefficient
Buggy JS 30 2 loop
Full-Stack App FixedPart ., Fixed JS ,’/ s/search

25

:1 .(Client Insourcing) Full-Stack App

ffavo
20 %
! ihi pi/thered
Mapping Improved? /api/big
Table profileryerore profilerser 15 rapiiwal pillady
Japilthe ,’\/apllthed

Bug Inspection (CPU/Memory) 10 #Tepilamont  Pporore — Py
ejore ajter

I
Centralized . source |y misused Ppefore
Code(Buggy Rewriter 0 Xl o APls
14
_________ Bottleneck  Leak 2.(Bug Fixed in O 5 10 15 20 25 30 3
Inspector  Inspector Centralized Variant :Catch) AT g;5¢(%) vz
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Application 2: D-Goldilocks [SANER 2020]

Correcting il-conceived Distributions

Ex) Nano-service anti pattern

Bookworm ow

I
bog Jamesjoyce

The Lady with the Pet Dog
by Anton Chekhov

Client-Side

The Castof
Amontilado
EdgarAlanPoe

s A

g getVoc GetC

\ GetSenGetDla|
getCoI

D eI g? (Right boundary
Right PN
Redistribution f WAEh
\ getVoc y| ’Getc \
------- > \ I
IGetDial)

' GetSen ,l

\ - EtCoI )

’—_-h

_Too Small 5,

Distribution

h_—'

\ ¢""~

Too Much -,
GetC _

I 4
Distribution v getVoc

——————————— Sem=—"
-

——-Commutations,. /27 =S ial_
GetSen? 2222

/

___Qxerheads__g -

Server-Side
(/api/ladydogq)

Ajlieinuelb Jo janaT

Determine which functional distribution would
minimize the cost of distributions

Cosexec(r) = a:latency(r) + (1-a)- 2 resource(r)

Large Distribution Space: Our Tool automates!

Ex) 394 x 4139 ~=1.6 x 105 ULOCs

110

% /api/la
70 dypet
50

30

80
70
60
50
40
30

droo

/api/therea

123456738

80

0 /a pi/theiit/
60

50 \i)z'iiyl

40 | \Cost

30

1234561738

1

Too Small
Distribution

1

Too Much
Distribution

80
70
60
50
40
30

180
160
140
120
100

90
80
70
60
50
40

/api/theb
igtrip

123456738

/api/the

123456738

/api/wall
paper

1234561738

123456738

/api/thecas

123456738

/api/offshore

60 7
12345678

\/a
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'_Application 2: D-Goldilocks [SANER 2020]

Restructuring Distribution

(Original Distribution) (Re-Distribution)  Distribution | Cost
r
- ' * (p. 1¢.)
- partition|--» = batch* |» > D2 | C, I\D/I'mt (_3bostfc
rk-1 Istripution
r
Remote \ (Equivalent Variant) N N
Local el r_localy. Headless
il r_local, ) r_local ‘1 rRemote -
fnsourcing . RSRIENEY Ciocal e Browser Testing Tool
[ r Iocal., - = | f1.f2.13
(_r local, ) r local,
Partitioning  inlining Function Remote Batch

Invocation
[Fowler '02, Ibrahim et.al ECOOP '09]
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Application 3: Communicating Web Vessels (CWV)

Best Paper Award & at [ICWE 2021]

Design and Execution Time Mismatch — Client/Server Arch.

Client Insource or Revert {Codeg, ., State} based on Exec
Conditions

Automated Program Transformation: Adaptive Arch.

Client CWV Client Server
Transform Sewer Client
H Server jl>
ﬁ‘ i *Fixed L /service_r
/service_r r_ (local) y g
insourge § '
‘ --------- (:.} ‘(24..,(:030\9
Full-Stack — (Good revert ervet
JS App Templates (Browser): 00 (Bad Network)
1. Monitoring tool Network) l\QJ
2. wasm \'

3. SandBox
4. Light Database

Network Condition

Responge

300 - 1K

20081 eeees Before 50

1 200 300 o
cutoff RTT[ms] 18

100

1k

500 | 300
500 8Q0, 1.1k

100 cutoff 100
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Application 4: EdgeFy (Submitted)

Locality of Cloud-based services
Network Bottlenecks (Sensor Data Deluge)
EdgeFy

Replicating {state;,, ftniit} of Cloud Service

Synchronizing States between Cloud and Edge Replicas

result ri:ROIs&Labels

{HTTP/1.1 200 OK
i Content-t:json

B | . i . | Slower 10x
O] ,‘data. [boxes....,names....l . rée ]
ﬂ "\ NetworkJx/R%... » <Cloud ~ replicy] @»

] W bad " Program>

Regional Settings
Europe
Asia
North America,...

i Req Headers
| Payload: :
| data:|[255,216 |

<Client _e? A

p1:Sensor Ll
1 1 Data 255,224,..]
__________ ; (HTTP traffic)
ex) Apps of ML (tf.js) ex) Heroku: Cloud Platform

Client1 <« >
Client2 Edge S Cloud
Client3 Network Network Server
- 00d) Limited,
Client4 < >
Cloud Services
EdgeFying ]
Edge-based Services
: ( )
Client1 €= g MiEm— >
. <G .
Client2 [gage | = JSVenonee Cloud
Network (Background) S
Cl!ent3 ‘Good) g S > erver
Clientd<+| T
Relaxed  _______ J

Client1 REQs

Consistency

Edge1 &4/ 3

2

>

Cloud =
Edge2
Client2
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Publications in PhD

No- Paper Conference Area

1 | Client | o WWW 2020 System 18t

: Ient Insourcing (19%, 217/1129) (Web) Author/2
Software 1st

2. | D-Goldilocks (821A02| 5251 3(?)20 Engineering | Author/2
3 Catch&Release ICWE 2019 System 18t

" | (Debugging) (25%, 26/106) (Web) Author2
4 | Comm Web Vessels ICWE 2021 S\'X,Stgm 18t

' (17%, 22/128, Best Paper ¥) | (VeP) Authori2
5 | EdgeFy: Edge-based framework Submitted System 1st

. (Middleware) | Author/2
s | Project1: Porting System MobileSoft 2018 Software 1st

" | for Cross-platform apps (Nominated for Best Paper) | ENgineerning | Autor’3
Software 2nd

7. | Project2: Distributing GPCE 2018 Engineering | Author/3
Embedded Apps for Trusted Exec. Journal of Computer Lang. Software 2nd

8. | (Optee, LLVM/Clang) (Nominated for Best Paper) Engineering | Author/3
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Appendix

Other projects
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Appendix: Trusted Execution for low cost ARM Arch.
[GPCE 2018], Best Paper Nomination [COLA 2020]

= LLVM, Clang, Optee, SGX ifhh
= PX4_firmware

------------------ T
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|_Appendix: Porting System for Cross-platform Apps
Best Paper Nomination [MobileSoft 2018]: Learning Translating

Rules/API| mappings from Cross-platform Mobile Apps
//PieChartView.swift

//PieChart.java
1 public class PieChart extends
PieChartBase<PieData> {...

public class PieChartView:
PieChartViewBase {...

Java
code

Swift
code

2 private void calcAngles() { ... private func calcAngles() { ...
3 lint entryCount = mData.getEntryCount(); let entryCount = data.entryCount
4 lintcnt = 0: varcnt=0 |
5 for(int i = 0; i < mData.getDataSetCount(); i++){ foriin O ..< data.dataSetCount {
6 IPieDataSet set = mData.get(i); let set = datali]
7/ 1 o
No. Java Swift Java template Swift template
Syntax type | Syntax type
1 | typeDeclaration | class_decl public class $p10 extends $p11 {...} public class $p10: $p11{...}
2 | classBodyDecl function_decl! [ private void $p20() {...} private func $p20() {...}
3 | localVarDecIStmt| cnst_decl $p30 $p31 — $p32; let $p31 - $p32
4 | expression expression $p33.getEntryCount() $p33.entryCount
5 | localVarDecIStmt| var_decl $p40 $p41 — $p42; var $p41 = $p42
6 | statement for_in_stat for($p50 $p51 = $p52; $p51 < $p53; $pS1++) {...} for $p51 in $p52 .< $p53 {...}
7 | expression expression $p54.getDataSetCount() $p54.dataSetCount
8 | statement cnst_decl $p60 $p61 = $p62; let $p61 = $p62
9 expression expression $p63.get($p64) $p63[$p64]
16

e

___________

Phase I: Rule Inference

Code Alignment

Code Matching () Syr.mtax Tree
Alignment
Mapping

Genelration
| |

¥ D
Rule
,

l Phase lI: Rule Application

i Mapping Code
I Selection Translation
! A

— | l ______

A Generated
Swift Program

Va7

VIRGINIA TECH.
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Appendix: Understanding Heap Spraying Attacks
User Study: IRB, 540 undergrads

CS 3214
Computer Systems

IV

CS 2506
Computer Org.

| v

CS 2114 Vinod Lohani Calvin Ribbens Dwight Barnette Godmar Back

. Professor, EngE Department Head, CS Director-Academic Operations, CS Associate Professor, CS
Software Design &

@& hosting.cs.vt.edu/CybersecurityEducation/gallery/ Q

Data Structures

v
CS 1114

Introduction to

Level 1

Threats tc‘ @"' e

Project: “Data lntegrity and Software Design
authenticity”
Spiraling Theme: Course Computer
Ha ndlmg threats to software Integrat’on Science Paul Plassmann Debarati Basu Harinni.K.Kumar Kijin An
for securing personal Asst Dept Head,CPE Graduate Student, EngE Graduate Student, CS Graduate Student, CS
information
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Appendix: Understanding Heap Spraying Attacks
User Study: IRB, 540 undergrads

= Next Level of “Attack Lab” I
= Victim Server, Grader
= Extension of JavaScript Engine: V8 -/sample: file format elf64-x86-64

Disassembly of section .text:
& 0000000000400078 <start>:
400078: 48 c7 c0 01 00 00 00 mov $0x1,%rax

— 40007f: 48 c7 c7 01 00 00 00 mov $0x1,%rdi
400086: 48 8d 35 19 00 00 00 lea 0x19(%rip),

JS P $rsi # 4000a6 <hello>
40008d: 48 c7 c2 O0e 00 00 00 mov S$O0xe, $rdx

‘ ’ 400094: 0f 05 syscall
- 400096: 48 c7 c0 3c 00 00 00 00 mov $0x3c, %rax
40009d: 48 c7 c7 00 00 00 mov $0x0,%rdi
4000a4: 0f 05 syscall

| NOPSIe:eaFI)IOVPVQM NOP Sledd|ng|>

® malicious ? NOP Sled | Payload ] _—__
JavaScript 90 90 90 90 30 JG™H0"YT 90 90-80-00-90 20 90
-l A 90 90 90 90 90 90 90 90 90 90 90 eo_gq,pn.mo

[Victim Server]

90 90 90,90.90-96 90°50°90°9T 50 90 90 90

NOP Sled | Payload 9 96 90 90 90 90 90 90 90 90 90 90 90 90 90 90
90 90 9079079890 ©0.90.90.90 90 90 .....90

I
[ NOPSled [ Payload 90 90 90 90 90 90 90 90 90 90 90 90'90'9;3.
I

NOP Sled | Payload
Heap high

18 1. Crafting Assembly Code
2. Heap Spraying with JS Code

]
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§A% Lab, ©|A| & L5 MCNL Lab, $3& 24 34 414) Robotics r\;e;ear;h, Software Innovations Lab,
2 S
Undergrad Intern(2 ) o o H3H Add74 Eli Tilevich
° dEATad o« ERNUAE AR
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